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DETAILED ACTION 

DETAILED ACTION 

This office action is in response to remarks filed March 30, 2010. Claims are 1-13, 16- 
28, and 31-34 are pending. 



Response to Arguments 

Applicant's arguments filed November 30, 2009 have been considered. Applicant's 
arguments with respect to claim 1-13, 16-28, and 31-34 have been considered but are moot in 
view of the new ground(s) of rejection. 



Claim Rejections - 35 USC §102 

The following is a quotation of the appropriate paragraphs of 35 U.S. C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

Claims 1-13, 16-28, and 31-34 are rejected under 35 U.S.C. 102(e) as being anticipated 



by Shoji et al. (U. S. Application Pub. No.: 2003/0185128) 



Application/Control Number: 10/596,038 Page 3 

Art Unit: 2431 

1 . Regarding Claim 1 , Shoji teach and describe an information processing device 
comprising: a recording medium interface for executing reading of data from an information 
recording medium; and a data processing unit for executing recording processing of new data 
either generated or obtained applying information obtained from said information recording 
medium; wherein said information recording medium is an information recording medium 
storing recorded data in increments of content management units including encrypted data 
encrypted by unit keys each of which are set as different encryption keys; and wherein said data 
processing unit obtains a unit key corresponding to a content management unit to which said 
obtained information belongs or a unit key corresponding to a new content management unit, 
executes encryption processing of said new data applying the obtained unit key, and executes 
recording processing with the generated encrypted data as data configuring the content 
management unit ([0290-0303, 0415-0416]). 

2. Regarding Claim 16, Shoji teach and describe an information processing method 
comprising: a data reading step for reading of data from an information recording medium; and a 
data processing step for executing recording processing of new data either generated or obtained 
applying information obtained from said information recording medium; wherein said 
information recording medium is an information recording medium storing recorded data in 
increments of content management units including encrypted data encrypted by unit keys each of 
which are set as different encryption keys; and wherein said data processing step includes an 
obtaining step for obtaining a unit key corresponding to a content management unit to which said 
obtained information belongs or a unit key corresponding to a new content management unit, a 
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step for executing encryption processing of said new data applying the obtained unit key, and a 
step for executing recording processing with the generated encrypted data as data configuring the 
content management unit ([0290-0303, 0415-0416]). 

3. Regarding Claim 31, Shoji teach and describe a computer program for executing an 
information processing method, comprising: a data reading step for reading data from an 
information recording medium; and a data processing step for executing recording processing of 
new data either generated or obtained applying information obtained from said information 
recording medium; wherein said information recording medium is an information recording 
medium storing recorded data in increments of content management units including encrypted 
data encrypted by unit keys each of which are set as different encryption keys; and wherein said 
data processing step includes an obtaining step for obtaining a unit key corresponding to a 
content management unit to which said obtained information belongs or a unit key corresponding 
to a new content management unit, a step for executing encryption processing of said new data 
applying the obtained unit key, and a step for executing recording processing with the generated 
encrypted data as data configuring the content management unit ([0290-0303, 0415-0416]). 

4. Claims 2-15, 17-30, and 32-34 are rejected applied as above rejecting Claims 1, 16, and 
3 1 . Furthermore, Shoji teach and describe a system and method identifying multiple digital 
stream within multiplexed signal, wherein, 

As per Claim 2, said data processing unit is configured to set a content management unit 
corresponding to said new data, and also execute setting processing for an encryption key 
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serving as management information corresponding to the content management unit including 
said new data ([0290-0303]). 

As per Claim 3, said data processing unit is configured to set a content management unit 
corresponding to said new data, and also execute setting processing for content usage control 
information serving as management information corresponding to the content management unit 
including said new data ([0290-0303]). 

As per Claim 4, said data processing unit is configured to execute writing processing of 
said new data to a region stipulated by a program included in the information obtained from said 
information recording medium ([0218-0223]). 

As per Claim 5, data processing unit is configured to, in a case of storing said new data in 
storage means other than an information recording medium from which said obtained 
information has been obtained, execute processing for storing said new data correlated with 
identification information of the information recording medium from which said obtained 
information has been obtained ([0218-0223]). 

As per Claim 6, said data processing unit is configured to execute encryption processing 
of an AV stream data file including new data and a navigation file including control information 
or a program to be applied to playing processing of said AV stream data, and to execute 
recording processing of new data to storage means ([0415-0416]). 

As per Claim 7, said data processing unit is configured to apply a unit key corresponding 
to a content management unit as an encryption key to be applied to said encryption processing 
([0415-0416]). 
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As per Claim 8, said data processing unit is configured to execute encryption processing 
applying, as an encryption key or encryption key generating information, information which can 
only be obtained by an application licensed to execute processing regarding said content 
management unit ([0415-0416]). 

As per Claim 9, said information which can only be obtained by a licensed application is 
information including a device ID as an identifier unique to the device in which said application 
is installed ([0144-0147]). 

As per Claim 10, said data processing unit is configured to generate a hash value for 
tampering verification with regard to at least one of an AV stream data file including new data, 
and a navigation file including control information or a program to be applied to playing 
processing of said AV stream data, and to record said hash value in storage means ([0218- 
0223]). 

As per Claim 11, said data processing unit is configured to execute data tampering 
verification processing based on the hash value set for an AV stream data file including new data 
or a navigation file, at the time of using said file, and executes usage processing of said files 
under the condition that there is no tampering ([0218-0223]). 

As per Claim 12, said data processing unit is configured to execute recording processing 
of a navigation file, including control information or a program to be applied to playing 
processing of AV stream data including new data, to storage means, as a file to which an 
electronic signature has been appended for tampering verification ([0218-0223]). 

As per Claim 13, said data processing unit is configured to execute data tampering 
verification processing based on the electronic signature set for said AV stream data file 
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including new data or said navigation file, at the time of using said file, and executes usage 
processing of said files under the condition that there is no tampering (([0218-0223]).). 

As per Claim 17, said data processing step includes a step for setting of a content 
management unit corresponding to said new data, and also executing of setting processing for an 
encryption key serving as management information corresponding to the content management 
unit including said new data ([0290-0303]). 

As per Claim 18, said data processing step includes a step for setting of a content 
management unit corresponding to said new data, and also executing setting processing for 
content usage control information serving as management information corresponding to the 
content management unit including said new data ([0290-0303]). 

As per Claim 19, said data processing step includes a step for executing writing 
processing of said new data to a region stipulated by a program included in the information 
obtained from said information recording medium ([0218-0223]). 

As per Claim 20, in a case of storing said new data in storage means other than an 
information recording medium from which said obtained information has been obtained, said 
data processing step executes processing for storing said new data correlated with identification 
information of the information recording medium from which said obtained information has been 
obtained ([0218-0223]). 

As per Claim 21, further comprising an encryption recording processing step of 
encryption processing of an AV stream data file including new data and a navigation file 
including control information or a program to be applied to playing processing of said AV 
stream data, and executing recording processing of new data to storage means (0415-0416]). 
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As per Claim 22, said encryption recording processing step is a step for executing 
encryption processing, applying a unit key corresponding to a content management unit as an 
encryption key to be applied to said encryption processing (0415-0416]). 

As per Claim 23, said encryption recording processing step is a step for executing 
encryption processing, applying, as an encryption key or encryption key generating information, 
information which can only be obtained by an application licensed to execute processing 
regarding said content management unit ([0415-0416]). 

As per Claim 24, said information which can only be obtained by a licensed application is 
information including a device ID as an identifier unique to the device in which said application 
is installed ([0144-0147]). 

As per Claim 25, further comprising a step for generating of a hash value for tampering 
verification with regard to at least one of an AV stream data file including new data, and a 
navigation file including control information or a program to be applied to playing processing of 
said AV stream data, and recording of said hash value in storage means ([0218-0223]). 

As per Claim 26, further comprising a step for executing data tampering verification 
processing based on the hash value set for said AV stream data file including new data or said 
navigation file, at the time of using said file, and executing of usage processing of said files 
under the condition that there is no tampering ([0218-0223]) 

As per Claim 27, further comprising a step for executing recording processing of a 
navigation file, including control information or a program to be applied to playing processing of 
AV stream data including new data, to storage means, as a file to which an electronic signature 
has been appended for tampering verification ([0218-0223]). 
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As per Claim 28, further comprising a step for executing data tampering verification 
processing based on the electronic signature set for said AV stream data file including new data 
or said navigation file, at the time of using said file, and executing of usage processing of said 
files under the condition that there is no tampering ([0218-0223]). 

As per Claim 32, further comprising an encryption recording processing step for 
executing of encryption processing of an AV stream data file including new data, and a 
navigation file including control information or a program to be applied to playing processing of 
AV stream data including new data, and recording to recording means ([041 5-04 16[). 

As per Claim 33, further comprising a step for recording, to storage means, tampering 
verification data regarding at least one of an AV stream data file including new data, and a 
navigation file including control information or a program to be applied to playing processing of 
AV stream data including new data, and recording to recording means ([0415-0416]). 

As per Claim 34, further comprising a step for executing data tampering verification 
processing based on the tampering verification data set for said AV stream data file including 
new data or said navigation file, at the time of using said file, and executing of usage processing 
of said files under the condition that there is no tampering (([0218-0223])). 



Conclusion 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to SYED ZIA whose telephone number is (571)272-3798. The 
examiner can normally be reached on 9:00 to 5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 571-272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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June 30, 2010 

/Syed Zia/ 

Primary Examiner, Art Unit 2131 



